UBND TINH HA TINH CONG HOA XA HOI CHU NGHIA VIET NAM

SO THONG TIN VA TRUYEN THONG Doc 1ap - Tw do - Hanh phiic
S6: 1016 /KH-STTTT Ha Tinh, ngay 08thang 11 nam 2019.
KE HOACH
Trién khai ra quét 10 hong bdo mét Cong, Trang thong tin dién tir ;5. <5
cua cac co quan nha nuwéc trén dia ban tinh Ha Tinh nam 2019 g‘l?yne% ttiﬂgr?g
Email:

Thyc hién Quyét dinh s 1354/QD-UBND ngay 13/05/2019 cia UBNIS "

tinh vé viéc phan bo kinh phi tmg dung Cong nghé thong tin (CNTT) phuc vu
quan ly Nha nuéc ndm 2019, trong do noi dung bo sung trang thiét bi may
chu va trién khai phan mém ra quét 16 hong bao mat Cong, Trang thong tin
dién ta (TTDT) cua cac co quan nha nudc trén dia ban tinh, S¢ Thong tin va
Truyén thong xay dung ké hoach trién khai nhu sau:

|. CAN CU PHAP LY

- Luét an toan thong tin mang s6 86/2015/QH13;

-Nghi dinh s0 85/2016/ND-CP ngay 01/7/2016 ctia Chinh phi vé bao
dam an toan hé thong thong tin theo cap do;

- Chi thi s6 14/CT-TTg ngay 25/5/2018 cua Thu tudng chinh phil vé viéc
nang cao nang luc phong, chong phan mém doc hai;

- Chi thi s6 14/CT-TTg ngay 07/6/2019 cua Thu tuéng Chinh phu yé
vi¢c tang cuong bdo dam an toan, an ninh mang nham cai thién chi s6 xép
hang cua Viét Nam,;

- Chi thi s6 15/CT-TTg ngay 17/6/2014 cta Thi tuéng Chinh phu vé
tdng cuong cong tac ddm bao an ninh va an toan thong tin mang trong tinh
hinh méi;

- Quyét dinh s6 05/2017/QD-TTg ngdy 16/3/2017 cia Thu tuéng chinh
phu vé Ban hanh quy dinh v€ h¢ thong phuong an img ctru khan cap bao dam an
toan thong tin mang quoc gia;

_- Thong tu s6 03/2017/TT-BTTTT ngay 24/4/2017 cua B6 Thong tin va
Truyén thong quy dinh chi tiét va hudéng dan mot s6 di€u cua Nghi dinh
85/2016/ND-CP ngay 01/7/2016 cua Chinh phu v€ bao dam an toan hé thong
thong tin theo cap do¢.

- Thong tu s6 121/2018/TT-BTC ngay 12/ 12/2018 cua B¢ Tai chinh, Quy
dinh vé viéc lap du torén, quan ly, st dung va quyét toan kinh phi dé thuc hi¢n
cong tac trng clru sy co, bao dam an toan thong tin mang.

- Quyét dinh s6 2859/QD-UBND ngay 16/9/2013 ctia UBND tinh ban hanh
Quy ché dam bao an toan thong tin trong quan ly, van hanh va khai thac cac hé
thong thong tin ctiia cac co quan nha nudc trén dia ban tinh;

- Chi thi s6 13/CT-UBND ngay 13/8/2019 ciia UBND tinh vé viéc ting

1



cuong bao dam an toan thong tin mang trong cac co quan nha nudc trén dia
ban tinh Ha Tinh;

- Cong van s6 4163/UBND-KGVX; ngay 13/7/2018 cia UBND tinh vé
viéc thuc hi¢n Chi thi s6 14/CT-TTg ngay 25/5/2018 ctia Thu tudéng Chinh phu;

- Ké hoach sé 256/KH-UBND ngay 03/8/2018 vé ké hoach Bao dam an
toan thong tin mang trong hoat dong cua co quan nha nudc tinh Ha Tinh giai
doan 2018-2020;

- Quyét dinh s0 1354/QD-UBND ngay 13/05/2019 cua UBND tinh vé
vi¢c phan bo kinh phi tng dung CNTT phuc vu quan 1y Nha nudc nam 2019.

Il. MUC TIEU

- Nang cao nang lyc bdo dam an toan, an ninh thong tin cho cho té thuong
truc thuc hién nhi€ém vu l1a don vi chuyén trach k¥ thuat g ctru su c6 an toan
thong tin mang trén dia ban tinh;

- Ra soat 16 hong, bao mat Cong/Trang TTDT cac co quan, don vi tang
cuong cong tac bao mat, tranh 1 lot thong tin, ngan chan tan cong Cong/Trang
TTDT tai cac co quan, don vi.

- Nang cao nhan thirc va trach nhiém cua cac cap, cac nganh va cac to
chtrc, ca nhan do1 voi cong tdc ddm bao an ninh va an toan thong tin mang trén
dia ban tinh.

I11. NQI DUNG KE HOACH

1. Mua siam thiét bji may chi

~ Mua sam thém mét may chu dé trién khai phan nlém ra quét va cac phan
mém lién quan dén cong tdc An toan thong tin mang, ho trg xur 1y su co tai cac
co quan, don vi.

Muc dich sur dung: Cai dat va trién khai phan mém ra quét 16 hong bao
mat cac Cong/trang thong tin dién tir, phan mém CSDL chuyén nganh.

Don vi str dung: Trung tam Cong ngh¢ thong tin va Truyén thong (Pon vi
Chuyén trach k¥ thudt v€ an toan thong tin mang cua tinh).

2. Cai dat phan mém ban quyén ra quét 16 hong bao mat

- Tén phan mém: IBM Security AppScan Standard.

- Co ché ra quét:

Quét ung dung web: Dinh cau hinh AppScan dé tu dong kham pha va
klem tra ing dung web; Ra quét cau triic phan mém; ra quét cac dong code dugc
viét boi con ngudi tim ra 13i trong cac dong 1énh.

Quétvcéc dich vu web: St dung trinh duy¢t hodc cong cu dich vu web cua
cong cu kiém tra bén thir ba khac dé kham pha dich vu web cta ban theo cach
thu cong (va sau d6 d€ AppScan ty dong kiém tra no).

Quét bang tmg dung khéach bén ngoai: Su dung thiét bi di dong, trinh
duyét hodc ung dung khach k}}éc Qé kh:élm pha tng dung hoa_icvdjch vu cua ban
theo cach thu cong va sau d6 dé phan mém AppScan tu dong kiém tra.
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- Pon vi thyc hién: Trung tam Céng nghé Théng tin va Truyén thong.
3. Trién khai phin mém ra quét 16 hong bao mat Cong/Trang thong
tin dién tir cho cac co quan, don vi trén dia ban tinh.
* Cong tac ra quét, danh gia 16 hong cic phin mém, Cong/Trang
thong tin dién tir.
Noi dung: Ra quét tong thé phan mém, Cong/Trang TTDT, ra quet tat ca

c4c trang con thudc phan mém, Cong/Trang TTPT, sip xép uvu tién mic do 15
hong theo cac mirc d6 nguy hiém.

- Giai phap thyc hién:
+ Xay dung kich ban danh gia, ra quét.
_ +Dinh cau hinh AppScan dé kiém tra Ung dung web; Ra quét cau triic phan

mém; ra quét cac dong code dugce lap trinh dé tim ra 16 hong trong cac dong Iénh.

+ R4 soat an toan méi ngudn tap trung vao viéc tim kiém cac 16 hong veé:
xac thuc (Authentication), Phén quyén (Authrization), cau hinh (Configuration),
Quan ly phién (Session Management), ghi nhét ky (Logging), Kiém tra dir liéu
(Data validation), Xt ly 161 va ngoai 1€ (Error/Excaption handling), Ma hoa
(Encryption), Business logic.

+ Ra quét cac 16i vé bao mat dang SQL injection; Buffer overflow;
Uncontrolled Format String; Zero-Day Exploits; Cross Site Scripting (XSS);
Cross-Site Request Forgery (CSRF)...

* Phan tich chi tiét cac 16 hong

- Noi dung: Phan tich chi tiét cac 16 hong, diém yéu, nguy co phat hién dugc.

- Giai phap thuc hién: Thong qua cong tac ra quét, tong hop 16 hong cua
phan mém, qua trinh phén tich chi tiét ctia 16 hong, diém yéu, ciu Iénh bi 15i.

- Sap xép uu tién murc d6 16 hong, 18i theo cac mirc do nguy hiém
* X4y dung bao cdo két qua ra quét lan 1

- Bao cao két qua kiém tra danh gia ATTT bao gom céc ndi dung:
Mo ta chi tiét cac 16i gap phai.

Phan loai mirc d6 nghiém trong cac 16i phat hién.

Bang chimg cac 15i.
e Khuyén nghi khic phuc cac 15 hong duoc phat hién

Canh bao t6i cac don vi, yéu cau cac don vi phdi hop voi cac chuyén gia,
cac nha viét phan mém, phat trién Cong/ Trang TTDT cua cac don vi dé thuc
hién khac phuc cac 10 hong, 161 da dugc phat hién, c¢6 thoi han bao cao két qua
khac phuc 161 ctia cac don vi.

* Cong tac ra quét, kiém tra khic phuc 1§ hong cac phin mém,
Cong/Trang thong tin dién tir cia cac don vi.

Noi dung: Ra quét lan 2, kiém tra viéc khic phuc ctua cac Cong/Trang
TTDT cua cac don vi da duogc canh bao.
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Ra quét tong thé phan mém, Cong/Trang TTDT, ra quét tat ca cac trang
con thudc phan mém.

- Giai phap thuc hién:

+ Pinh cau hinh AppScan dé kham pha va kiém tra img dung web; Ra quét
cdu tric phan mém; ra quét cac dong code dugc viét bai con nguoi tim ra 13i
trong cac dong 1énh, tim cac 18i phét sinh sau qua trinh sira 16i ciia cac don vi.

+ Ra soat an toan méd ngudn tip trung vao viéc tim kiém céc 16 hong vé:
xéac thuc (Authentication), Phan quyén (Authrization), cau hinh (Configuration),
Quan ly phién (Session Management), ghi nhat ky (Logging), Kiém tra dit liéu
(Data validation), Xt 1y 16i va ngoai 1& (Error/Excaption handling), Ma hoa
(Encryption), Business logic; Céc 18i 4 duoc canh bao qua lan ra quét thi nhat.

+ Ra quét cac 16i vé bao mat dang SQL injection; Buffer overflow;
Uncontrolled Format String; Zero-Day Exploits; Cross Site Scripting (XSS);
Cross-Site Request Forgery (CSRF)...

* X4y dung bao cdo két qua ra quét lan 2
_ + Bdo cao két qua kiém tra danh gia sau khi cac don vi da trién khai sta

161, bao gom céac ndi dung:

e MO ta chi tiét cac 16i gap phai.

e Phan loai mirc 6 nghiém trong cac 16i phat hién.

e Bing ching cac 15i.

e Danh gid muc do khéc phuc, stra 16i cua cac don vi.

+ Tong hop két qua, thong bao vé cac don vi.

- Pon vi thyc hién: Trung tam Céng nghé Thong tin va Truyén thong.

- Pon vi phdi hop: Phong Cong nghé thdng tin.

3. Thoi gian, tién d§ thuc hién trong nim 2019

- Thoi gian: Trién khai thuc hién trong quy IV nam 2019

- Tién do:

T4 chire ra quét cho 13 don vi di xay dung méi hodc nang cap Cong TTDT nim
2018 - 2019:

1 |SoYté http://soyte.hatinh.gov.vn/

2 | So Tai chinh. http://sotaichinh.hatinh.gov.vn/

3 |SoGTVT http://sogtvt.hatinh.gov.vn/

4 | S6 Noi vu. http://sonoivu.hatinh.gov.vn

5 | So Tu Phap http://tuphap.hatinh.gov.vn

6 |S6LDb TBXH http://Idtbxh.hatinh.gov.vn/

7 | SO NNPTNT http://sonongnghiep.hatinh.gov.vn/



http://soyte.hatinh.gov.vn/
http://sotaichinh.hatinh.gov.vn/
http://sogtvt.hatinh.gov.vn/
http://sonoivu.hatinh.gov.vn/
http://tuphap.hatinh.gov.vn/
http://ldtbxh.hatinh.gov.vn/
http://sonongnghiep.hatinh.gov.vn/

8 | UBND huyén Thach Ha. http://thachha.hatinh.gov.vn/
UBND TX Hong Linh http://honglinh.hatinh.gov.vn
10 | UBND huyén btc Tho http://ductho.hatinh.gov.vn/
11 | UBND huyén Loc Ha http://locha.hatinh.gov.vn/
12 | UBND huyén Can Loc http://canloc.hatinh.gov.vn/
13 | UBND huyén Huong Son | http://huongson.hatinh.gov.vn
1. KINH PHI

Ngudn kinh phi kinh phi tng dung CNTT phuc vu quan ly Nha nudc ndm
2019 tai quyet dinh s6 1354/QB-UBND ngay 13/5/2019 caa UBND tinh.

1. Chi phi mua sam May chu: 89.400.000 B
2. Chi phi ra quét, danh gia 16 hong (13 don vi):  210.600.000 b
3. Tong Cong (1+2): 300.000.000 b

Bang chit: Ba tram triéu dong chan.

(C6 Tham dinh gi& kém theo).

IV. TO CHUC THUC HIEN

1. Trung tdm Coéng nghé théng tin va Truyén théng

- Chu tri trién khai thuc hién ké hoach, dong thoi phoi hop, hudng dan céac
don vi trong viéc trién khai cac noi dung, hang muc theo ké hoach de ra.

- Phoi hop véi Van phong s hoan thi¢n ho so thanh quyét toan kinh phi
va bao cao két qua vé Sé theo quy dinh hién hanh.

2. Phong Cong nghé théng tin

Pon doc, huéng dan va gidm sat Trung tdm CNTT va Truyén thong trien
khai thuc hién ke hoach.

3. Van phong S¢&

Phéi hop vai Trung tdm CNTT va Truyen thng kiem tra, tham dinh du
toan, thanh quyét todn va giam sat qua trinh trien khai ké hoach.

4. Pé nghj cac sé, ban, nganh; UBND céac huyén, thanh phd, thi xa

Phoi hop véi Phong Cong nghé thang tin, Trung tam CNTT va Truyen
thong trien khai cac noéi dung ra quét da dugc phan cong tai ke hoach./.

Noi nhgn: KT. GIAM POC
- UBND tinh (d€ b/c); PHO GIAM POC

- C4c s, ban, nganh, cép tinh;

- UBND c4c huyén, TX, TP;

- Lanh dao S&;

- Poi Ung ctru su cd ATTT mang tinh; P -
-P.CNTT, VP So, TTCNTT; (Da ky)
- Luu: VT, CNTT,, TTCNTT,.

Bui Dic Thé
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