UBND TiNH HA TINH CONG HOA XA HOI CHU NGHIA VIET NAM

SO THONG TIN VA TRUYEN THONG Poc lap - Tu do - Hanh phiic
S6:833 /STTTT-TTCNTT Ha Tinh, ngay 30 thang 6 nam 2022
VIV ra soat, ngan chdn
nguy co tan cong APT
Kinh gui:
- Véan phong Tinh uy;

- Céc s¢, ban, nganh, doan thé cép tinh;
- UBND céc huyén, thanh pho, thi xa;
- Cac co quan Trung wong dong trén dia ban tinh.

Ngay 27/06/2022, Cyc An toan thong tin ¢ Vian ban sé6 941/CATTT-
NCSC vé viéc ra soat, ngian chin nguy co tan cong APT. Véi két qua théng ké
so bo, NCSC di phat hién c6 nhiéu nhom tin cong APT dang md rong ha tang
diéu khién dé trién khai cac hoat dong tan cong, noi bat nhu nhom Aogin
Dragon, Stone Panda, Mustang Panda, Lazarus (co ban chup Thong tin danh
sdch chi tiét vé IoC ciia cac nhém tan cong APT nay tai phu luc kém theo).

Nham han ché, ngan chdn, xt ly sém cac nguy co tan cong APT vao h¢
thong thong tin cua cac co quan, to chuc tai Ha Tinh, S& Thong tin va Truyén
thong dé nghi cac co quan, don vi thuc hién mot s6 ndi dung sau:

1. Giao can by chuyén trach CNTT, don vi, bo phan chuyén trach CNTT cua
cac don vi kiém tra, ra soat, giam sat va thong ké két ndi dén cac dia chi IP/tén
mién doc hai. Bao cdo vé Thudng truc Poi Ung ctru trong trudng hop phat hién
c6 két ndi dén cac dia chi doc hai nay. Truong hop don vi chwa ¢ can bo chuyén
trach CNTT can bé tri can bd ¢6 chuyén mon thue hién va lién hé Thudng truc Doi
Ung clru sy ¢b an toan thong tin mang cua tinh dé duoc ho tro.

2. Ngin chin toan bd két ndi dén va di lién quan dén cac dia chi IP/tén
mién doc hai nay.

Sau khi thuc hién, bdo céo sé liéu, két qua xur 1y vé Thuong truc Poi tng
ctru sy ¢ an toan thong tin mang va Pon vi chuyén trach vé dam bao k§ thuat an
toan thong tin mang cua tinh (Trung tim CNTT va Truyén théng). Can bd dau
mdi tiép nhan thong tin: Ong Nguyén Thanh Lam, Pho Giam ddc phu trach
Trung tdm CNTT va Truyén thong, dién thoai: 0914.237788, email:
ntlam.stttt@hatinh.gov.vn./.

Noi nhéin: KT. GIAM DOC
- Nhu trén; A A A

- Cuc ATTT; ]

- Cong an tinh (PA05);

- Lanh dao S&;

-Luu: VT, TTCNTT.



mailto:ntlam.stttt@hatinh.gov.vn

		dvtuan.stttt@hatinh.gov.vn
	2022-06-30T10:05:33+0700


		sott_tt@hatinh.gov.vn
	2022-06-30T11:05:25+0700


		2022-06-30T11:05:44+0700


		2022-06-30T11:06:00+0700




